
We b start and  cod e signing
Richard  Dallaway <richard @d a llaway.com >
M ay 2002

I ha d  what I thoug ht were two separate prob lem s: how to provid e an e asy way to install a Java applic ation
I'd  written; and  how to start a web  b rowser from  the applic ation re g ard less of what operating  system  the
applic ation was running  on.  Both prob lem s were solve d  b y using  Java  W e b  Start, b ut to g et that working  I
a lso ha d  to d ip into the world  of cod e sig ning  with d ig ital c ertific ates.  These are m y notes on the
experienc e.

Sloppy

Sloppy is an applic ation that c a n b e  use d  to slow d own your internet conne ction.  O ften a web  site is
d evelope d  on a fast loc a l network.  To se e how it would  look to a 28.8k or 56k m od em  user, you could
install the appropriate m od em , g et a d ia l-up a c c ount, config ure your m a chine to use the d ia l-up... all this
g e nera lly involves m uch cursing .  And  if you want to se e what cond itions are like und er a 28.8k m od em
and and  56k m od em , repe at the a b ove.  

Or you could  use Sloppy.  Sloppy is a “slow proxy”.  It pretend s to b e  the web  site you're testing, and
artificia lly slows d own the flow of we b  pa g es a nd  g raphics to your b rowser.  It's not perfe ct, b ut it's e asier
than fid d ling  around  with m od em  c a b les.

W hen I first wrote Sloppy, it ran as a server applic ation.  You ha d  to have Java installe d ,  g et yourself to a
shell or com m a nd  prom pt,  run the rig ht m a g ic com m a nd , e d it the rig ht config uration file, and  a lso
launch your we b  b rowser on just the rig ht a d d ress to se e the results.  From  the fe e d b a c k I re c eive d , it
se em e d  that Sloppy ne e d e d  a n e asier way to b e  installe d  a nd  a  graphic a l user interfa c e.

We b start

Putting  a  g raphic a l front end  on Sloppy wasn't so hard , b ut I ne e d  a way to g et Sloppy installe d . I also
d e cid e d  that b e c a use of the way Sloppy worke d  I wante d  to b e  a b le to start the user's we b  b rowser. At the
sa m e tim e, I wante d  to ke ep all of this platform -neutral: it should  run on M a cs, Linux, Sun kit, W ind ows
m a chines ... all without m od ific ation.

W e b  Start has all the key ing re d ients.  You c an think of we b  start as a  b rowser plug -in.  W hen you click on
a link to a .jnlp file, the plug -in takes over, d ownloa d s the applic ation, m a kes sure you have the rig ht
version of the Java runtim e (installs it if ne c essary), perform s a  b unch of se curity che cks, and  then
launches it for you.  

Writing  a  W e b  Start applic ation just m e a ns writing a re gular Java applic ation a nd  provid ing  a  .jnlp file.
For Sloppy the file looks like this:

<?xml version="1.0" encoding="UTF-8"?>
<jnlp spec="1.0+" codebase="http://www.dallaway.com/sloppy" href="sloppy.jnlp">
  <information>
    <title>Sloppy</title>
    <vendor>Richard Dallaway</vendor>
    <homepage href="index.html" />
    <description>Sloppy allows you to simulate different dial-up speeds.</description>
    <offline-allowed />
  </information>
  <resources>
    <j2se version="1.3+"/>
    <jar href="sloppy.jar" main="true" />
  </resources>
  <application-desc main-class="com.dallaway.sloppy.Sloppy" />
  <security><all-permissions/> </security>
</jnlp>



The file states where to find  Sloppy (the cod e b a se ), the na m es of the Jar files to d ownloa d  (sloppy.jar),
the version of the Java runtim e require d  (1.3 or b etter), g a ve som e d escriptions a b out the applic ation, and
said  which main() m ethod  to run to start Sloppy.  
So, with W e b  Start I ha d  the way to install the applic ation on a user's m a chine, a way to ke ep it up to d ate,
and  a lso a way to launch the user's we b  b rowser (that's one of the “servic es” we b  start g ives a d eveloper).
The end  user g ets a relatively hassle-fre e way of running  Java applic ations and  som e faith that the se curity
is g oing  to b e  sound .

Certificates

The only tricky part to all of this was the se curity.  By d e fault, W e b  Start has a very strict se curity policy.
This is a g ood  thing, b e c a use you know a W e b  Start applic ation won't g o a nd  trash your hard  d rive,  start
looking  throug h your em ail, or send  m essa g es over the net to som e a d  com pa ny.  

The nature of Sloppy is such that it ne e d s to b e  a b le to talk to other we b  sites.  That's what it d oes: it  takes
your requests, send s it to a web  site, and  then slows d own the response.  For this to work und er W e b  Start,
I ne e d e d  to g ive Sloppy som e extra se curity perm issions.  In fa ct, the current version of W e b  Start m e a ns
that I have to g ive Sloppy unrestricted a c c ess to your com puter.  This is a  b it over-the-top, b ut it's all or
nothing  rig ht now. In the future the JN LP spe cific ation m ig ht allow m ore fine-g raine d  perm issions.

To g et this unrestricte d  perm ission I have to “sig n” the applic ation.  This proves that it's m e that sent the
cod e, and  that no-one has tam pere d  with it.  If you trust m e, you c an run the cod e, sa fe in the knowle d g e
that I'm  not intereste d  in the contents of your hard  d rive or your em ail.  

To b e  a b le to d ig itally sig n the cod e (the JAR files), I ne e d e d  a c ertific ate.  To g et a c ertific ate, I ne e d e d  to
ha nd  over m oney to a c ertific ate authority so they could  run som e b a c kg round  che cks on m e to prove that
I am  who I say I am . W e b  Start com es with a list of c ertific ate authorities it knows a b out. One of them ,
Verisig n, would  like US$200 to US$400 from  m e e a ch ye ar for a c ertific ate.  I'm  not sure I'm  willing  to pay
that for software I'm  g iving a way.  

To se e why this is im portant, take a look at the  scre en-shot of how Sloppy starts if I use a fa ke c ertific ate
(fig ure 1).

Figure 1: Sloppy starting with a developer certificate.



 N otic e the worrying  phrases such as  “it is hig hly re com m end e d  not to install a nd  run the cod e”?  The
point of this exercises was to m a ke Sloppy m ore availa b le, not to sc are everyone off.

I took a g ood  look at the list of c ertific ate authorities known to W e b  Start and  one stuck out: Thawte
Fre em ail.  In particular, the word  “fre e”.  I chase d  this d own and  it is ind e e d  a fre e (no m oney) way to g et
a c ertific ate for cod e sig ning .

The steps are sim ple enoug h:

1.Sig n up and  follow the steps throug h up until the point where you're aske d  to sele ct the X.509 em ail
c ertific ate you want.  At that point scroll d own and  sele ct “paste-in CSR Certific ate Enrollm ent”.

2.Run the Java keytool utility.

First, g e nerate a RSA key.  You'll b e  aske d  a ll sorts of inform ation.  The im portant thing  to rem em b er is
that your na m e m ust b e  set a c c ord ing  to the com m on na m e you're told  to use on the Thawte web  site.
It'll b e  som ething  like XVV6ePaMGHEPJN 22.  The other im portant thing  to rem em b er is the password
you use when you cre ate a key.

O b viously cha ng e  your “alias” na m e and  the loc ation of the “keystore” file if you like, b ut run
som ething  like this:
keytool -genkey -keyalg RSA -keystore keystore -alias dallaway

3.N ext, export the key to a text file, which in this exa m ple is “csr.txt”:
keytool -certreq -keystore keystore -file csr.txt -alias dallaway

4.Ta ke the text of “csr.txt” and  paste it into the Thawte form  and  wait.  That's your c ertific ate request.
Mine took a b out 20 m inutes to proc ess, and  I was notifie d  that it was re a d y b y em ail.

5.W hen you d ownloa d  your c ertific ate, it's in two form ats: N etsc ape and  PKCS7.  You want the save the
PKCS7 version in a file c a lle d  “m y.c ert” (or sim ilar) a nd  then run:
keytool -import -file my.cert -alias dallaway -trustcacerts -keystore keystore

That's it. You have a c ertific ate that's  g ood  for a ye ar, a fter which it c an b e renewed .  

To sig n the cod e with the c ertific ate, you c an run an Ant task such as:
  <signjar keystore="keystore" 

jar="sloppy.jar" 
alias="dallaway" 
storepass="passwordHere"  />

W hen I ran the W e b Start with m y newly sig ne d  a pplic ation I g et a  m uch m ore respecta b le prom pt, as shown in fig ure
2:



Figure 2: Sloppy starting with a Thawte Freem ail certificate.

We b of Trust

It m ay b e  possib le to repla c e the phrase “Thawte Fre em ail M em b er” in the c ertific ate  b y joining  the
Thawte W e b  of Trust.  This involves m e eting  ind ivid ua ls alre a d y OK-e d  b y Thawte and  d em onstrating
that you are who you say you are by prod ucing  various form s of id entific ation.  I've not trie d  this yet.

Sum m ary

Java  W e b  Start is a use ful way to d eploy Java applic ations.  To g a in the trust of end  users it's im portant to
sig n the cod e b e ing  d ownloa d e d , b ut it is possib le to d o this at no cost using  the Thawte Fre em ail serrvic e.

Resources

1.Java W eb Start
http  ://java.sun.com /prod ucts/javaweb start/  

2.Sloppy Hom epag e.
http://www.d a llaway.com /sloppy/

3.Thawte's Digital Certificate Center
http://www.thawte.com /g etinfo/prod ucts/persona l/join.htm l

4.Thawte's Java Developer Guid e
http://www.thawte.com /g etinfo/prod ucts/d evel/sunjava.htm l

5.Thawte's W eb of Trust
http://www.thawte.com /g etinfo/prog ra m s/wot/contents.htm l


